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1 Purpose and Scope

The Southern California Edison (SCE) All-Hazards Plan (AHP) outlines the Company’s approach to
emergency management. The plan integrates the strategies set by the National Response
Framework, mirroring the mission areas, community lifelines, and the applicable core capabilities
as defined by the Federal Emergency Management Agency (FEMA). It is in alignment with
concepts identified in both the Standardized Emergency Management System (SEMS) and
National Incident Management System (NIMS). The AHP is organized in structured chapters
informed by the FEMA's Comprehensive Preparedness Guide (CPG) 101, which is focused on
planning fundamentals and guidance for developing emergency operations plans. FEMA’s CPG
101 provides any agency with a framework to develop response plans of a similar structure to
ensure response priorities are addressed.

The AHP serves as the base document for strategic, operational, and tactical planning by building
upon the capacities of the company and highlights the roles and responsibilities of each
organizational unit (OU) in SCE in an incident response. It incorporates a hybrid of scenario,
functional, and capability-based planning to identify courses of actions from a comprehensive
risk analysis of the threats and all hazards within SCE's service area. The AHP is a whole company
approach to continue operations and meet the diverse needs of the whole community in
coordination and participation with our emergency response partners.

This plan describes the formation and responsibilities of SCE's Incident Management Teams
(IMT) during response operations. It is designed to help ensure safe and efficient restoration of
power for any type of outage through consistent use of the Incident Command System,
identification of applicable prioritization and restoration strategies, and the development of a
common operating picture for communicating situational awareness to internal and external
stakeholders. This plan does not supersede or replace existing procedures for safety, hazardous
materials response, or other similar procedures adopted and in place, including and not limited
to specific response plans prepared to address individual circumstances or to comply with
regulatory requirements.

2 Situation Overview and Assumptions

As one of the nation’s largest investor-owned electric utilities, Southern California Edison
delivers power to 15 million people in 50,000 square-miles across central, coastal and Southern
California. SCE delivers more than 87 billion kWh of electricity annually, and powers a total of
184 cities, 15 counties, 13 Federally recognized Tribal Nations, 15 million residents, and 5.2
million customer accounts. This profile is inclusive of 126,000 circuit miles of distribution and
bulk transmission lines and 1.4 million power poles. In addition to providing electricity to a large
area in California, SCE also provides all utilities, which includes gas, electricity, and water, to
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Catalina Island. SCE's operations extend beyond this as well with Edison Carrier Solutions, which
is a telecommunication operation that provides network capability to SCE and other commercial
customers.

The SCE Service Area is a dynamic and hazard rich environment. Within SCE’s 50,000 square-
mile footprint, no community is immune from disaster; wildfires, floods, and earthquakes are
common occurrences, and hold potential for large-scale impacts. While this area faces significant
hazards, the SCE Service Area is extremely diverse, and SCE strives to incorporate the Whole
Community Approach in planning for these hazards.

The Whole Community Approach ensures a shared understanding of the community needs
before, during, and after an emergency, including populations with access and functional needs.
Access and functional needs populations include, but are not limited to, individuals who have
developmental or intellectual disabilities, physical disabilities, chronic conditions, injuries, limited
or non-English speaking proficiency, older adults, children, individuals who are pregnant, or
people living in institutionalized settings. Additionally, there are individuals who are low income,
homeless, or transportation disadvantaged who would be especially vulnerable to a power
disruption. Methods for implementing this Whole Community Approach to emergency
management are outlined in sections 1.8, 5.13, and other sections of this plan.

_ Ifig(ire 1. SCE Service Area Map

Southern California Edison
Service Area
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While incident types vary greatly, the potential effects of these incidents do not, and SCE
addresses response planning through an All-Hazards Approach. SCE focuses on capabilities
critical to address a full spectrum of disruptive events, including natural and human-caused
emergencies.

SCE's All-Hazards Approach incorporates mitigation programs to reduce vulnerabilities to
disasters/emergencies/incidents, as well as the preparedness activities to ensure capabilities and
resources are available for an effective response. SCE recognizes certain hazards require extensive
attention and are further detailed in hazard specific annexes to the AHP. SCE develops and
maintains a portfolio of these response plans.

SCE addresses a wide range of threats and hazards by developing an understanding of risks and
identifying appropriate mitigation and response strategies to reduce exposure and minimize
vulnerability and impacts from known hazards. SCE's hazard analysis approach aligns with
standard FEMA and California Office of Emergency Services (Cal OES) methodologies for hazard
and risk assessment criteria to identify and profile hazards within the SCE Service Area. These
hazard and risk assessments are closely coordinated with Enterprise Risk Management (ERM)
which is responsible for risk assessment at the enterprise level, and other internal Organizational
Units (OU’s) that undergo their own specific risk studies and assessment processes. ERM also
tracks the risks and monitors mitigation plans across the OUs. BR engages with ERM on an
annual basis to drive alignment between enterprise level risk assessments and hazard
preparedness and response plans, and as needed for emergent risks.

In addition to SCE's planning efforts around natural and man-made threats and hazards, SCE also
builds capabilities to address (business) industry-specific hazards. Below are hazards for
consideration based on the California State Hazard Mitigation Plan, and industry-specific threats
unique to owners and operators of critical infrastructure.

Southern California Edison
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Natural

Drought
Earthquake
Infectious Disease
Excessive Heat
Wildfire

Debris Flow
Landslide

Wind

Hurricane

Flood
Tsunami/Coastal
Inundation
Winter Storm
Space Weather
Thunderstorm
Extreme Weather

Business
Dam Failure

Electrical System Failure

Utility Caused Fire

Battery Thermal Release
Utility Caused Injury or Fatality
HAZMAT Release (Gas, Oil Spill,

etc.)

Underground Vault Equipment

Failure

IT Systems Interruptions
Communications Systems Failure
CAISO Called Gid Emergency Event
Essential Business Loss

Figure 2. Hazard Types

Southern California Edison

Public Version

Human-caused

Active Shooter
Incident

Physical Security
Incident

Substation

Attack

Civil Unrest
Cyber-attack (data,
infrastructure, Denial
of Service, Deepfake)
Accidents (Traffic or
Construction)
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The hazards listed above may create “storm” conditions in the SCE service area. Storms are
classified into four intensity levels by Edison’s Transmission and Distribution organizational unit:
Mild, Moderate, Severe and Catastrophic. These intensity levels are established for SCE’s entire
service area, as well as for individual districts. The overall incident intensity level is based on an
aggregation of the district level information that has been augmented with consideration for
widespread incidents such as transmission or substation interruptions.

SCE will base all prevention, mitigation, preparedness, response, and recovery operations related
to storm incidents on the following scenarios and potential impacts based on intensity:

Storm Classifications

Mild Storm
A mild incident is typically localized to districts within a single region and resources at the district or
local level are sufficient to manage response and recovery activities. Mild incidents are frequent,
occurring several times in one season. Such incidents can be characterized by average to slightly
higher than average number of storm-related sustained incidents resulting in:

e Customer interruptions: Typically, less than 2.5% of total customers affected in a district or

sector. Region or area wide: the number of customers impacted is typically less than 1%.

e Restoration: Sufficient distribution, transmission, substation, and other design, construction,
and maintenance resources can be deployed to aid with extended shifts for personnel.

e Resources available within the locally impacted area or adjacent areas to respond (or
equivalent area of responsibility for other departments).

e Majority of customers are typically expected to be restored in less than 24 hours.

e Resourcesrequired to repair damaged assets are typically readily available.

e Other ssignificant events requiring an elevated response, as determined by management.

Moderate Storm

A moderate incident is typically spread over multiple districts or in a more intense isolated area
that requires additional resources to manage response and recovery activities. Moderate incidents
are experienced only a few times in any one year. Such incidents can be characterized by a higher-
than-normal number of storm-related sustained incidents resulting in:

e Customer interruptions: Typically, between 2.5-10% of total customers impacted in a district
or sector. Region or area wide: less than 2-3%.

* Restoration: Sufficient distribution, transmission, substation, and other design, construction,
and maintenance resources from the surrounding Regions can be deployed / reallocated to
aid with extended shifts for personnel.

* Resources scheduled within the impacted areas or adjacent areas to respond (or equivalent
area of responsibility for other departments).

* Majority of customers are typically expected to be restored in less than 48 hours.

* Resources required to repair damaged assets are typically available.

* |solated damage to transmission or substation facilities within a local region.

e Other significant events requiring this elevation of response, as determined by management.

Southern California Edison
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Storm Classifications

Severe Storm
A severe incident is typically either an incident with escalating impacts, affecting multiple regions or a
severe intensity isolated incident. Such incidents are rarely experienced on a yearly basis, occurring
on average once or twice every ten years and are characterized by an extremely high number of
storm-related, sustained incidents resulting in:

® Customer interruptions: Typically, between 10-20% of total customers impacted in a district

or sector. Region or area wide: 5-10%.

* Restoration: Insufficient distribution, transmission, substation, and other design,
construction, and maintenance resources. Assistance from non-adjacent areas may be
required.

* Resource requirements (>100% of area resources) that affect multiple zones and require
coordinated effort to manage response and recovery activities.

* Majority of customers are expected to be restored in less than 72 hours.

* Resources required to repair damaged assets may exceed those available.

* Extensive damage to transmission and/or distribution facilities.

e Other significant events requiring this elevation of response, as determined by management.

Catastrophic Storm

A catastrophic emergency or incident may require additional assistance if the resources required to
respond exceed the available SCE resources and restoration may be prolonged beyond 72 hours.
Such incidents are extremely rare and may cause such significant damage to the system resulting in:

* A company-wide need to focus on electrical restoration efforts.

e Customer interruptions: Greater than 20% of total customers affected in district or sector.

e Greater than 10% region or area wide.

e Restoration: Insufficient distribution, transmission, substation, and other design,
construction, and maintenance resources. Assistance from non-adjacent areas is required
(>100% of SCE resources).

* Restoration may be prolonged beyond 72 hours and may require mutual assistance support.

* Resources required to repair damaged assets may exceed those available.

* Extensive damage to transmission and/or distribution facilities.

* Potential safety and/or health concerns.

* Other significant events requiring this elevation of response, as determined by management.

Potential Impacts

SCE facilities as a potential contributor to creating a hazardous condition

Service outages that may pose a life safety risk to critical care customers or essential services
Impacts to SCE facilities and employees

Limited access to damaged infrastructure, facilities, and employees

Damage to critical dependencies such as gas, water, oil, and telecommunications

Possible hazardous materials release

16 Southern California Edison
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1.4.1 Major Outages and Measured Events

Both Severe Storms and Catastrophic Storms may meet the criteria for a Major Outage. Major
Outages are defined in General Order 166, consistent with Public Utilities Code Section 364.
Specifically, a Major Outage occurs when 10% of the electric utility’s serviceable customers
experience a simultaneous, non-momentary interruption of service.

A Measured Event is a Major Outage resulting from non-earthquake, weather-related causes,
affecting between 10% (simultaneous) and 40% (cumulative) of a utility’s electric customer base.
A Measured Event is deemed to begin at 12 a.m. on the day when more than one percent
(simultaneous) of the utility’s electric customers experience sustained interruptions. A Measured
Event is deemed to end when fewer than one percent (simultaneous) of the utility’s customers
experience sustained interruptions in two consecutive 24-hour periods (12:00 a.m. to 11:59 p.m.);
and the end of the Measured Event in 11:59 p.m. of that 48-hour period.

17 Southern California Edison
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SCE has long taken substantial steps to reduce the risk of threats and hazards and continues to
proactively enhance operational practices and infrastructure through comprehensive mitigation
programs. Many of the mitigation measures reduce long-term risk to SCE from hazards and their
effects. SCE contributes toward Statewide hazard mitigation through collaboration with public
safety agencies and infrastructure improvement initiatives.

e Lower hazards and risks in local communities through infrastructure improvements,
mitigation projects (for example, seismic retrofits of SCE substations and buildings) and
enhanced training for emergency responders.

¢ Integration with CalOES through involvement with the California Utilities Emergency
Association (CUEA).

SCE attempts to minimize losses and interruptions to service reliability through the development
and implementation of customer and power system focused mitigation programs such as:

1.5.1 Demand Response

SCE offers a Demand Response (DR) program aimed to help customers save energy and money.
DR programs provide incentives for reducing electricity use when demand for electricity is high.
Customers can choose from a variety of DR programs through SCE and independent third parties
who provide DR services.

1.5.2 Wildfire Risk Mitigation

Wildfire Mitigation Plan

SCE has a robust Wildfire Mitigation Plan (WMP) to address wildfire risk and Public Safety Power
Shutoffs (PSPS) impacts in SCE's Service Area. The Wildfire Mitigation Plan is an adaptive plan
developed to reduce the risk of potential wildfire causing ignitions associated with SCE's
electrical infrastructure in the High Fire Risk Areas (HFRA) through enhanced system hardening,
situational awareness, and operational practices. The plan emphasizes Public Safety Power
Shutoff (PSPS) resilience and community engagement while utilizing data, advanced risk
analytics and technology to prioritize activities with the greatest potential to mitigate wildfire
risks and improve public safety. The WMP is a comprehensive blueprint, incorporating the
elements below:

Long-Standing Operational Practices

e Special procedures during Red Flag Warning

e Automated Recloser Blocking

e Restricted Work Practices

e Operation Santa Ana (joint patrol with fire agencies)

Southern California Edison
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Investing in System Hardening of Electric Grid

e Fire-resistant Poles & Pole Wrapping

e Covered Conductor

e Current Limiting Fuses

¢ Next-Gen Engineering Technology

e Targeted Undergrounding

e Rapid Earth Fault Current Limiter (REFCL)

Bolstering Situational Awareness Capabilities

e Fire and Severe Weather Monitoring
e Rapidly Advancing Analytics to Improve Weather Prediction

Enhancing Operational Practices

e Extra-Sensitive Relay Settings

e Public Safety Power Shutoff & Community Engagement
e Vegetation Management

¢ High Fire Risk Inspections and Remediations

Community Access and Functional Need’s

e External Feedback and Consultation

e Customer Programs and Available Resources

e Customer Preparedness Outreach and Community Engagement
e In-Event PSPS Customer Communications

1.5.3  Seismic Resiliency Program

The SCE Seismic Resiliency Program (SRP) plans and executes inventory screenings and
assessments, then develops sets of mitigation project priority recommendations for approval by
the Seismic Oversight Committee. The SRP also develops Risk Assessment Mitigation Phase
(RAMP) applications and General Rate Case (GRC) filings needed to support the proposed
mitigation projects and works with SCE's leadership team to establish a corporate risk tolerance,
with a goal of affordably achieving seismic performance objectives according to accepted
standards. SCE uses industry specific standards and best practices. As part of the SRP’s screening
and assessment processes, the following criteria are met:

e Best available science and data’
e Vetted deterministic and probabilistic approaches?
e Tiered approach to assessments as follows:
- Macro-level scoping assessment (FEMA P-154 and ASCE 41-17 tier 1)
- Deterministic site-specific assessments (ASCE 41-17 tier 2 & 3, FEMA P-58 & E-74)
- Probabilistic and System-Level Assessments (OpenSHA & fault-tree analysis)
- Geotechnical engineering, engineering geology, and geological reports as needed
19 Southern California Edison
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1 U.S. Geological Survey, Calif. Geological Survey, and their partners such as the Statewide California Earthquake
Center provide collaborative summary reports on an ongoing basis that form the basis for SCE’s earthquake hazard
and risk analyses that are used to prioritize mitigation projects. SCE prioritizes mitigation projects using a vetted
probabilistic approach called the UCERF3-TD model, described here:
https://pubs.usgs.gov/fs/2015/3009/pdf/fs2015-3009.pdf (USGS summary-level fact sheet) and here: Long-Term
Time-Dependent Probabilities for UCERF3-TD (full text scientific article)

2Examples of vetted deterministic approaches include use of the newly released ‘doublet’ earthquake sequence in Los
Angeles, described here: https://www.usgs.gov/data/broadband-ground-motion-simulations-earthquake-doublet-newport-
inglewood-and-palos-verdes as well as the ShakeOut earthquake scenario, described here: ShakeOut Earthquake Scenario |

U.S. Geological Survey (usgs.gov) and also the USGS BSSC set of earthquake scenario ground motions described here:
BSSC2014 (Scenario Catalog) (usgs.gov).
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SCE prioritizes work focused on life safety and service reliability through the standardized
prioritization method. The work is organized into four categories: non-electric, electric,
generation, and communications. Seismic sensors are leveraged to provide data informing
inspection priority levels. Currently, SCE partners with the Southern California Seismic Network
(SCSN), which is operated jointly by Caltech and USGS, to leverage seismic sensor data and
monitor potential earthquake impacts on SCE facilities. The USGS ShakeCast system is used on a
continuous operational basis by SCE to provide an initial indication of whether shaking may
have been strong enough to justify a facility inspection. Using SCSN sensor data co-located at
52 SCE facilities, plus interpolated values at locations of non-instrumented SCE facilities, the
USGS ShakeCast system provides a ranked tabulation based on shaking severity at 1,236 SCE
critical facilities.

1.5.4 Climate Adaptation Approach

Studies have shown climate change has the potential to increase the frequency and/or severity
of natural hazards. SCE prepares the organization for climate change and severe weather events
by using a consistent companywide approach to assess and develop near-term, medium, and
long-term mitigations for climate related vulnerabilities. SCE will:

e Use future climate projections and scenarios to supplement historical data that will
inform business planning and operations.

e Develop indicators and analyze trends to determine if future outlooks are coming to
fruition and determine proper short- and long-term approaches. Integrate severe weather
and climate change adaptation efforts into planning assumptions and recommendations.

e Establish an internal strategy and external engagement plan that aligns with program
and operational goals and addresses short, medium and/or long-term climate adaption
impacts.

e Ensure proper regulatory and policy alignment, internally and externally, in relation to
climate change adaption initiatives.

e Actively participate in research aimed to inform implementation of climate adaptation
analytics and mitigation strategies, focusing on supporting outcomes that are aligned with
best practices for business operations.

e Focus on impacts to customers, specifically those customers disproportionately impacted
by the outcomes of climate change.

As people around the world faces climate impacts, Assembly Bill 1279 established the policy of
California to achieve carbon neutrality by 2045. In order to ensure System Reliability thresholds
are met, SCE is actively leveraging new technology and analyzing potential mechanisms for
decarbonization while simultaneously ensuring reliability and operational resiliency.
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SCE is actively engaged in managing potential reliability and safety impacts from any hazard that
may cause disruption to the electrical system by prioritizing damage assessment, restoring critical
infrastructure and communicating with internal and external stakeholders to increase situational
awareness.

Below are assumptions reflecting the situations to be considered to achieve effective emergency
response:

22

SCE will organize for and respond to a given incident following ICS, SEMS, and NIMS
principles.

Allincidents are local, SCE must be able to initiate initial assessments, repairs, and response
with little to no assistance.

Incidents may occur at any time with little or no warning and may exceed SCE's capabilities.
No-notice events may require immediate activation of an Incident Management Team
(IMT) to prioritize and manage response operations.

Damage assessment operations will be performed when safe to do so.

Restoration activities may need to be prioritized based on response operations.
Emergencies may result in SCE employee casualties, fatalities, and displace employees
from their homes.

Individuals with access or functional needs may require resources or assistance from SCE.
The greater the complexity, impact, and geographic scope of an emergency, the more
coordination will be required.

Mutual assistance and other forms of emergency assistance will be requested when SCE
exhausts or anticipates exhausting its internal resources.

SCE provides electricity, water, and gas services to Catalina Island. Incident response on
Catalina Island is executed according to current plans, policies, and procedures.

SCE Carrier Solutions is a fiber network privately owned and operated by SCE. SCE Carrier
Solutions is subject to regulation under the Federal Communications Commission.

Local jurisdiction Emergency Operations Centers (EOC) may be activated to coordinate
city, county, and state government response to an SCE Storm incident. SCE personnel
may be deployed to communicate and coordinate activities with city, county, and
state EOCs where necessary.

SCE provides energy, classified by FEMA as a Critical lifeline, or a fundamental service
that enables the continuous operation of critical government and business functions
essential to human health and safety.
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SCE abides by the regulations established by various regulatory agencies to ensure it provides
affordable, safe, resilient, and reliable energy to its customers. At the enterprise level, SCE
maintains a robust Ethics and Compliance organization responsible for governance and
maintenance for all compliance requirements as imposed by applicable regulatory agencies.
Within Business Resiliency, a compliance organization is tasked with oversight of processes to
provide assurance that regulatory requirements are adhered to, and critical business records are
appropriately retained, both during events and the planning cycle.

SCE also identifies applicable standards and authorities for the Incident Support Team (IST) and
Incident Management Team (IMT) through the Incident Management Team Guidelines, and
unique standards and authorities specific to incident types through the development of
Incident/Hazard Specific Annexes to the All-Hazards Plan. In addition, the Crisis Management
Council (CMC) or Officer-In-Charge may issue a delegation of authority to IST/IMT Incident
Commanders to outline incident-specific authorities. This delegation of authority ensures a
unified company response, mitigating competing governing bodies from responding to an
event.

Multiple authorities guide the structure, development, and implementation of SCE's plans,
policies, and procedures to ensure compliance adherence and proper documentation of processes
and procedures to meet operational compliance as set forth by the regulatory agencies. SCE's
compliance plans align with the requirements set by FERC, NERC, and the CPUC. The following
requirements inform emergency plans and procedures:

e General Order Numbers 95, 112F, 128, and 131D

e Code of Federal Regulations, Title 49 (gas)

e California Independent System Operator (ISO) Standards for Reliability and Safety during
Emergencies and Disasters (December 1997)

°
.

e Drinking Water Systems (Regulated): United States Public Law 107-188 Public Health
Security and Bioterrorism Preparedness and Response Act of 2002: requires community
water systems to prepare Emergency response Plan and to incorporate results of a
vulnerability assessments

e California Health and Safety Code, Section 116460, 116555, and 116750 — Emergency
Notification Plan and Emergency Response Plan

e Comprehensive Environmental Response Compensations, and Liability Act (CERCLA),
Emergency Planning and Community Right-to-Know Act (EPCRA) and California Law
requires timely notification to Cal OES Warning Center and Unified Program Agency
(UPA) of all significant release(s) of hazardous substances at the Federal, State, and local
level. Specific coordination with local authorities on Emergency Response Plan,
Contingency Plans, Spill Prevention, Control, and Countermeasures Plan
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Marine Oil Spill Contingency Plan: Oil Pollution Act amendment to Clean Water Act,
Lempert-Kenne-Seastrand Oil Spill Prevention and Response Act imposes a plan for oll
spill prevention and response of Marine Facilities. (SCE is exempt, however, a plan is in
place for such assets)

Title 49 Code of Federal Regulations, Parts 100-185 Transportation of Hazardous
Materials - DOT

SB 901 Wildfire Mitigation Plan (formerly Fire Prevention Plan)

Federal Energy Regulatory Commission (FERC) — All hydroelectric employees are required
to complete an annual web-based EAP training. This annual training includes a thorough
review of the EAPs, incident classification levels and examples of each type, a review of the
inundation maps, and a review of roles and responsibilities during each incident
classification. Annual drills and seminars are completed integrating external stakeholders,
and tabletop and functional exercises are completed on a five-year basis unless otherwise
determined needed or required by FERC

FERC Standards of Conduct are included in Appendix B and will be followed during all
activations of the IMT/IST

California Public Utilities Commission (CPUC) — General Order 166. The CPUC established
General Order166 (GO 166) to ensure jurisdictional electric utilities are prepared for
emergencies and disasters to minimize damage and inconvenience to the public which
may occur because of electric system failures, Major Outages, or hazards posed by
damage to electric distribution facilities. In alignment with GO-166 standards, SCE is
committed to conducting annual emergency exercises and trainings that model the
Emergency Response Plan

California Public Utilities Commission (CPUC) — Resolution ESRB-8 and Public Safety
Power Shutoff (PSPS) guidelines. The CPUC established Resolution ESRB-8 and

the requirements imposed under the Public Safety Power Shutoff (PSPS) Order Instituting
Rulemaking (OIR) Phase 1 (Decision (D.) 19-05-042), Phase 2 (D.20-05-051), Phase 3
(D.21-06-034) and PSPS Order Instituting Investigation (Oll) (D.21-06-014) to ensure that
electrical utilities are specifically prepared to execute pro-active de-energization events
that may be used by the utility to prevent wildfire ignition in designated High Fire Risk
Areas (HFRA) and protect public safety

North American Electric Reliability Corporation (NERC) - NERC has been certified as the
Electric Reliability Organization by FERC. NERC is the overall governing body who issues
recommendations to the electric industry. NERC delegates authority to enforce reliability
standards to eight regional Entities including Western Electricity Coordinating Council
(WECC); SCE is within the WECC region

California Senate Bill 38 (amending PUC 761.3) requiring 10Us to have emergency
response and emergency action plans at any Battery Energy Storage System (BESS) Site.
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When an Incident Management Team (IMT) is activated, a Compliance Technical Specialist
oversees the evidence management process associated with Compliance requirements governed
by Business Resiliency. All evidence collected through this process will be managed through a
checklist for each set of requirements, stored in a centralized secure repository, and verified
through a standard quality assurance process. The evidence management process governs
evidence collection as referenced in the GO166 Evidence Checklist and will be used to verify
compliance to the program requirements.

The AHP was developed as SCE's foundational plan for all-hazards associated with an electric
utility and with SCE’s geographic service area. The AHP discusses the overall approach to
planning for, responding to, and recovering from all incident types. In addition to the basic plan,
the AHP includes functional annexes which identify specific information and direction for critical
operational functions, and incident-specific annexes that address special planning needs
generated by the subject threat/hazard/incident type. Business Resiliency uses an Integrated
Planning Process, as defined by FEMA, to support the development of a robust training cycle. The
framework ensures that key plans rotate through a schedule of evaluation, training to specific
capabilities, and an After-Action reporting structure to ensure any observations are corrected. The
success of this program is dependent upon OU participation and engagement.

Annually, SCE coordinates emergency preparations with state, county, and local agencies, as well
as Essential Customers which is defined in General Order 166 as “Customers representing critical
infrastructure and Public Safety Partners.” As part of this activity, SCE has a process for confirming
and maintaining contacts and communication channels.

In accordance with CPUC GO-166 standards, SCE's plan development process includes
considerations and lessons learned from recent incidents and events, coordination, and
consultation with key internal and external stakeholders, and follows a regular annual update
and maintenance cycle. SCE will conduct an After-Action review of the applicable plan following
emergency activations to ensure activation and escalation standards are clear and appropriate.
In addition, annually, SCE will invite local government representatives to provide consultation as
the plan is updated as well as the opportunity to comment on draft plans.
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2 Organization

These are the basic tenets of business resiliency that provide overall guidance, direction, oversight,
and governance of SCE's most critical processes/systems to minimize impact from business
disruptions.

2.1.1 Guiding Principles

All Hazards Approach, with realistic and challenging scenarios
Address Prevention, Protection, Response, Recovery & Mitigation
Prioritize high risk concerns

Adopt national standards

Perform capability-based planning

Use Corporate goals to inform resiliency initiatives

Integrate external and internal stakeholders

2.1.2  General Responsibilities

Develop and maintain an effective, flexible resiliency strategy

Minimize the likelihood and impacts of a disruptive event

Provide guidance and resources to respond and recover effectively and efficiently when
an incident happens

Provide coordination during all phases of an incident

Determine next steps, and scale emergency response to organizational needs for any
incident

Implement a feedback loop that allows for lessons learned to inform improvements

Normal Operation

During normal operations, SCE's Business Resiliency (BR) organization leads the development of
corporate level response plans and short-term recovery plans. BR also recruits, trains, equips, and
exercises the company’s emergency response organization.
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Develop response and recovery plans
Conduct trainings and exercises
Escalate incidents when they occur
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Increased Likelihood

Once SCE is made aware there is an increased likelihood for an incident, BR, through internal
capabilities such as the Business Resiliency Duty Manager, Watch Office, and Situational
Awareness Center, is responsible for:

Coordinate surveillance, detection, containment, and remediation activities
Escalate and/or de-escalate as appropriate

Identify and notify key stakeholders

Coordinate with key stakeholders to ensure identification of adverse conditions

Credible Threat

Once an incident is identified as a credible threat, BR is responsible for the following:

Coordinate pre-incident activities to include IST/IMT notification/communication, and
enhanced situational awareness

Assess incident complexity

Organize emergency response structure and resources

Escalate incident response

Manage information sharing

Activation

Once a decision is made to activate for a response, BR is responsible for the following:

Identify appropriate emergency response organization (business continuity and/or
disaster recovery teams, IST and/or IMT, CMC, Advance Planning Team)

Coordinate notification, mobilization, and activation of emergency response organization
Distribute initial situational awareness products

Initial Response — Sustained Response

During an incident response, BR plays a vital role in ensuring SCE is positioned to address the on-
going incident by serving both leadership and support roles.

Continuously monitor escalation and de-escalation triggers

Provide corporate-wide situational status/awareness

Communicate with appropriate internal and external stakeholders

Support and enhance emergency response capabilities by providing subject matter
expertise, and technical knowledge
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Recovery

As an incident de-escalates and a determination is made to transition from response to recovery,
BR plays a critical role in guiding leadership through the transition between phases.

e Right size the current emergency response organization
e Continue to coordinate with internal and external stakeholders

SCE uses the National Incident Management System (NIMS) Preparedness Cycle as a tool to
ensure effective coordination during incident response. BR has incorporated the preparedness
cycle as part of the emergency response program to prevent, respond to, recover from, and
mitigate against natural and human-made disasters.

Figure 2. Preparedness Cycle

Evaluate/
Improve

Organize/
Equip
Preparedness
Cycle

Exercise
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The Business Resiliency governance model is structured by a tiered framework to maximize cross
component coordination, while ensuring consistency and open communications across OUs.

Figure 3. Governance Structure

Business Resiliency
Governance Stakeholders

BROC

| Matrix |

4

!OU Reach-Backl

 Subject Matter Experts
.. » BC Planners
+ OU Practitioners /

+ Field Personnel

2.2.1 Business Resiliency Oversight Committee

The BROC was created to collaborate and strategize with Business Resiliency (BR) and to
provide Organization Unit (OU) insight regarding the impact and implementation capability of
recommended initiatives and projects from the Company. The Business Resiliency Oversight
Committee (BROC) provides a forum and process to identify, understand, discuss, and facilitate
business resiliency initiatives within their respective organization units.

2.2.2 Matrix Stakeholders

A Matrix Stakeholder is a representative from a stakeholder OU designed to act as the
coordinator between corporate level management and the subject matter experts. A Matrix
Stakeholder acts as the conduit between Business Resiliency and subject matter experts in the
OU. Based on the Business Resiliency Governance Model, all BROC contact must be made
through the Matrix Stakeholders since they have the "Reach-Back” capabilities to obtain
information.
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SCE's all-hazards approach is fundamentally rooted in the ability of OUs to execute applicable
utility core capabilities including: infrastructure systems, operational coordination, public
information and notification, and situational awareness. Organizational Units prepare for
disruptions through a year-round cycle of planning, training, and exercise. OU level
responsibilities include:

2.3.1  Planning

Develop and maintain OU level emergency response and business continuity plans, policies, and
procedures.

2.3.2 Training

Ensure OU level personnel meet minimum requirements for individually assigned emergency
response roles.

2.3.3 Exercise

Participate in the design, development and conduct of emergency response exercises at the OU
and Corporate levels.

2.3.4 Emergency Response
Provide OU level resources to assist with emergency response:

e Business Continuity
e Disaster Recovery

e Assessments

e Restoration

e IMT/ST

Organizational Units contribute towards the overall Corporate Emergency Response Organization
by providing subject matter expertise during an incident response. Additionally, OUs are key
stakeholders throughout the planning process. OUs participate in a response as part of an IMT,
and/or IST.
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3 Preparedness

At SCE, preparedness is a fundamental component of the company. Adapting the constructs of
the National Preparedness Goal (Prevention, Protection, Mitigation, Response, and Recovery)
helps the company organize and identify how each of these efforts contribute to increasing the
resiliency of the company and where additional capabilities may need to be built.

The Incident Command System (ICS) is a standardized all-hazards incident management approach
that achieves the following:

e Allows the integration of facilities, equipment, personnel, procedures, and
communications operating within a common organizational structure

e Enables a coordinated response among jurisdictions and functional agencies, both
public and private through IMTs and IST

e Establishes common processes for planning and managing resources, as well as
determining and setting objective and priorities

ICS provides a
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